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1. OVERVIEW

This report covers work performed in the period October 15,
1977 through April 15, 1978 on the contract to study ARPANET
routing algorithm improvements. Our progress to date is reported

in six main sections which follow.

Some of the conclusions reached to date in the study are
summarized below for each of +these sections (figures in

parentheses denote the pertinent section number):
Analysis of Present ARPANET Performance (2)

-- The change made to the ARPANET causing it to drop
packets which have been unsuccessfully retransmitted 32
times has greatly reduced the number of network

disturbances (2.1).

-- There are significant problems with the present
protocols in that 1lines can be declared up in one

direction for long periods of time (2.2).

-- We have discovered several classes of routing failures
that cause packets to loop between two or more IMPs, and

have identified the causes of these problems (2.3).
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Line

We have performed extensive measurements of network
delay and discovered that it 1is extremely variable.
This indicates that routing algorithms which measure
instantaneous delay are inappropriate for the ARPANET.
Furthermore, periodic routing calculations and updates
in the ARPANET are contributing factors to the

variability in delay (2.4).

A new "snapshot" measurement package has been developed
as a tool for monitoring network performance, especially
at the time of some transient phenomena such as topology

changes, packet loops, etc. (2.5).

Up/Down Protocols (3)

A description of the existing 1line up/down procedures

and an explanation of observed problems is given (3.2).

A set of goals is suggested for handling 1lines with
acceptable quality and unacceptable quality in order to
insure that variations in line quality will not degrade

network performance (3.3).

A consecutive counter for bringing a 1line wup and the
criterion of missing 3 within the last n test messages
for bringing a line down are shown to be adequate for

the goals suggested (3.4).

-
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These procedures do not completely eliminate the
possibility of lines being declared up in one direction.
A new state will be added to the line up/down protocol

to remove a known cause of network congestion (3.5).

Measurement of Network Delay (4)

It is important to measure network delays directly
rather than to estimate them indirectly by other network

parameters (4.1).

We experimented with various means for smoothing the
measured delay values. An average over the last time
period 1is more appropriate than a median type of

smoothing algorithm (4.3).

There is a strong need for continued measurement of
delay and re-evaluation of smoothing functions after
implementing any new algorithm since the behavior of
network delay 1is strongly influenced by the type of

routing algorithm employed (4.4, 4.5).

Improvements to the Current ARPANET Routing Algorithm (5)

The ARPANET routing algorithm can be modified to wuse
event-driven updating which leads to significant
improvements in performance. However, there are still

some difficulties with this approach (5.1).
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The current routing algorithm determines reachability
very slowly and wuses too much bandwidth in doing so.
This can be improved somewhat but the basic problem
rests with using a path-based routing algorithm relying
on hop counts and timers to determine whether nodes are
reachable. Since this 1is an essential feature of any
ARPANET;like algorithm, we were led to consider other

types of procedures (5.2).

Hold-down can be replaced with a less heuristic form of
loop suppression. This could improve performance

without significantly increasing cost (5.3).

A New Routing Algorithm--Shortest Path First (6)

We have demonstrated that it is practical to implement a
separate and independent shortest path calculation in
each of the 1IMPs in the ARPANET as opposed to the

present distributed computation (6.1, 6.2).

Such an algorithm can be designed to be very efficient
in space and time, wusing as 1little as one or two
milliseconds of CPU time, on the average, to perform an
individual wupdate when the calculation 1is performed

incrementally (6.3).
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Message

Efficient and reliable wupdating procedures can be
developed so that an incremental shortest path algorithm

can be performed on an event-driven basis (6.4).

The incremental shortest path algorithm has significant
advantages over the present ARPANET algorithm in terms
of efficiency, reliability, loop freedom and speed of

adaptation (6.5).

We will continue to investigate the SPF algorithm as a
candidate for eventual installation into the ARPANET

(6.6).

Addressing Modes (7)

A multi-destination addressing technique is proposed for
significantly reducing the number of packet hops
required for transmission of a multi-destination message
compared to that required for separately-addressed

messages (7).

Installation of such a mechanism in the ARPANET will be
easier for group addressed messages than for messages

explicitly addressed to multiple destinations (7).

Multi-destination addressing and multiple homing of

hosts are mechanisms which will be installed in the
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ARPANET for datagram traffic but probably not for
virtual circuit traffic due to the complexities involved
in adapting the protocol to multiple sources and

destinations (7).
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2. CURRENT STATUS OF ARPANET ROUTING

This section describes the current status of routing and
related topics in the ARPANET. Section 2.1 is a brief summary of
the results of a two-month study of routing problems which BBN
performed for DCA in the summer of 1977 (see BBN Report 3641).
Sections 2.2 and 2.3 describe some problems which were noted
during that study, but not resolved at that time. Some of these
problems have been subsequently eliminated; others will be
eliminated in the next few months. Section 2.4 describes some of
the characteristics of store-and-forward delay in the ARPANET,
and discusses the ways in which these delays are related to
various characteristics of the current routing algorithm.
Section 2.5 describes a measurement package which we developed

especially for monitoring the performance of routing.

2.1 Summary of Previous Work on Routing and Congestion

In late 1976 and early 1977 the ARPANET was subject to a
number of disturbances which made it virtually unusable for short
periods of time. These disturbances often occurred several times
a week, 1leading to a serious degradation in the performance of
the network. By wusing the measurement package described in
Section 2.5, we were able to determine that the disturbances had

the following etiology. First, some IMP would become congested;
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that is, it was often forced to refuse packets from its neighbors
because it had no buffering available. Then the congestion would
spread, affecting a large portion of the network. Finally, many
IMPs would declare their lines to be down, causing the network to
partition. This caused many IMPs to break their connections to
each other. As a result, IMPs would discard packets destined for
the now unreachable IMPs, and this cleared up the congestion.

After several minutes, normal network operation was resumed.

Thus each disturbance had two components: the start of
congestion, and the spreading of that congestion. There are many
situations which may cause some IMP to be congested; two very
important causes were found to be 1line up/down mismatches
(discussed in Section 2.2) and routing loops (discussed in
Section 2.3). It is easy to see why routing 1loops <can cause
congestion. Packets caught in a loop are stuck in the network
for an arbitrarily long period of time, thereby wasting buffer
space and reducing the network capacity. Furthermore, if packets
are looping between a pair of IMPs, a sort of lock-up can occur,
with each IMP filled with packets for the other. This makes the

line between them useless.

The two major reasons for the spread of congestion are
related to (1) the performance of the routing algorithm, and (2)

the the IMP-IMP protocol. The problem with the routing algorithm
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is that it is both unable to prevent congestion from arising, and
unable to detect the presence of congestion once it exists.
These failings have to do largely (thougﬁ not exclusively) with
the algorithm's method of measuring delay by taking instantaneous
samples of the queue 1length. As 1is shown 1in Section 2.4,
instantaneous samples of the queue length are poorly correlated
with expected delay. In addition, the queue lengths have a
relatively small dynamic range, while delay does not. Section 4
discusses better ways of measuring the delay. However, even with
better delay measures, the routing algorithm would still react
poorly to congestion, since it is slow to react to any change in

the network. This issue is discussed further in Section 5.

The problem with the IMP-IMP protocol was that when an IMP
became congested and had no space to buffer any more packets, it
would refuse to acknowledge packets sent to it by its neighbors.
The neighbors would try to retransmit such packets wup to 600
times (over a period of 75 approximately seconds), after which
the line over which they were being transmitted would be declared
down. Unfortunately, these procedures only made the congestion
worse. Congestion arises when the demand for buffering resources
exceeds the buffer supply. When an IMP becomes congested its
neighbors would dedicate buffers to a single packet for up to 75

seconds, instead of the more wusual few milliseconds. This
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greatly increased the demand on buffering resources in the
neighbors, causing the congestion to spread to themn.
Furthermore, artificially declaring a good line to be unusable
only serves to further deplete network resources without

decreasing the demand on them.

Experimentation showed that the precise value of the
retransmission 1limit is not too significant--altering it does
change the characteristics of the disturbances, but does not
eliminate them. The only effective way we found to prevent the
spread of congestion was to reduce the demand on network
resources by discarding packets. Currently, the network will
discard any packet that is retransmited 32 times (over an
interval of 4 seconds). Over the last six months, experience has
shown this procedure to be successful in preventing the spread of

congestion.

2.2 Line Up/Down Mismatches

It is presently possible for two IMPs which are connected by
a particular 1line to disagree as to the state of the line, with
one of the IMPs declaring it up and the other declaring it down.
The presence of such a 1line wup/down mismatch can have an
extremely deleterious effect on network performance since the

IMP-IMP protocol does not operate properly on a mismatched line.

10
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The IMP which has decided that the line is up will continue to
transmit packets over it, but the other IMP does not return
acknowledgments for those packets. This can cause the packets to
be retransmited up to the maximum number of times, after which
they are discarded from the network. Thus mismatches are a major

source of network congestion and packet loss.

We have observed mismatches happening frequently (several
times a week) and lasting for periods as 1long as seven hours
(though several minutes is more typical). Network performance
would be significantly improved if mismatches were eliminated by
changing the 1line wup/down protocols to prevent one IMP from
declaring a line up when the adjacent IMP does not. Section 3

describes a method for achieving this goal.

1M
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2.3 Loops in ARPANET Routing

This section describes 1looping problems that have been
observed in the ARPANET. The problem described in Section 2.3.1
was resolved by a minor modification; the problems described in
Sections 2.3.2 and 2.3.3 cannot be eliminated without making

major changes to the routing algorithm (see Section 5).

2.3.1 Routing to Singly-Connected IMPs

We recently discovered a kind of routing loop which can
cause packets to be routed to singly-connected nodes by mistake.
Suppose there are two independent paths from IMP A to IMP X, and
that these paths are approximately equidistant in terms of delay.
Let B and C be the two neighbors of A which are the "next hops"
on these two paths, respectively. Let S be a third neighbor of A
which is not on a reasonable path from A to X. S may be a
singly-connected node, like the IMP at Hawaii, or it may have
other neighbors. What is important is that S's best path to X be

via A.

Now suppose that A is routing traffic to X via B. Let d be
the delay that A sees to X via B. Consider the following

sequence of events:

12
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At t0, A sends routing to S, reporting that the

delay to X is d.

At t1, A receives and processes routing from B. As
a result, A now sees a delay of d+5 to X (via B).
Since the increase in delay is only 5, A does not

hold down.

At t2, A receives and processes routing from C. As
a result, A now sees a delay of d+4 to X via C.
Since the delay via B is d+5, A switches paths, so

that traffic to X is now routed via C.

At t3, A receives and processes routing from C
again. (Note ¢that C 1is sending routing more
frequently than S is.) As a result, A now sees a
delay of d+10 to X via C. Since the increase in

delay is only 6, A does not hold down.

At tU4, A receives (finally) and processes routing
from S. Since the routing message from S is based
on the last routing message that A sent to S, back
when the delay to X was only d, A now sees delay to
X via S of d+8. Since the delay to X via C is d+10,
A switches paths, routing traffic to X via S. Since
S is, ex hypothesi, routing traffic to X via A, a

loop has formed.

13
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Between the time A sends routing to S, and the time it gets
routing back, the delay A sees to X has increased from d to d+10.
However, at the time A receives routing from S, the increase in

delay on its current best path (via C) has only increased by 6,

from d+4 to d+10. While the IMP accumulates increases in delay
for a period of two ticks, it only accumulates increases on its
current best path. When it switches paths, it simply throws away
all information about increases in delay on the previous path.
As shown above, This can cause it to fail to hold down when it

should, thereby permitting loops.

The solution is that an IMP should hold down when its delay
to a destination increases by 8 during a period of two ticks,
evén if that increase was partially along one path and partially
along another. This modification has been made, and this type of

loop has not been observed any more.
2.3.2 The Spread of Routing Loops

Another kind of routing failure has been noted in the
network. It begins when a pair of neighboring IMPs report that
packets to a particular destination are looping between them.
Shortly thereafter, other neighbors of this pair of IMPs report
looping packets to that same destination. Then neighbors of the

neighbors of the original pair of IMPs report looping packets to

14
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that same destination. Then neighbors of the neighbors of the
neighbors...etc. This phenomenon has been observed to spread
quite far, with as many as 34 different IMPs reporting looping
packets to the same destination. Eventually, routing stabilizes
and the reports cease. This phenomenon is explained below and

illustrated in Figures 2-1 and 2-2.

Let A and B be a pair of neighboring IMPs. Let X be a third
IMP such that there is at least one path from A to X, and a
second path from B to X which is independent of the first, and
approximately equidistant in terms of delay. Whenever this 1is
the case, it is possible for packets to X to loop between A and
B. That is, it is possible that A will decide its best path to X
is via B, and B will decide its best path to X is via A. Let C
be A's neighbor on its path to X, and 1 D be B's neighbor on its
path to X (see Figure 2-1) and consider the following sequence of

events:

1. At tO0, A's delay to X via C is d, and B's delay to X via

D is d. A and B send routing to each other.

2. At t1, A and B get routing from C and D, respectively.
As a result, A now has a delay to X via C of d+5, and B
has a delay to X via D of d+5.

19
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3. At t2, A and B receive from each other the routing that
they sent to each other at t0. As a result, A now has a
delay to X via B of d+4. Since its delay to X via C is
d+5, A switches paths. Similarly, B now has a delay to
X via A of d+4. Since its delay to X via D is d+5, B
switches paths. At this point, a 1loop has formed

between A and B.

It 1is obvious that when such a loop forms, A and B will
enter hold-down as soon as they exchange routing. 1In fact, they
will re-enter hold-down every time they exchange routing, since
the delay each sees to X will increase by 8 with each routing
update. Since A and B are bound to exchange routing at least
once before the hold-down timer expires, and since they re-enter
hold-down whenever they exchange routing, they will never leave
hold-down. Or rather, they will never 1leave hold-down wunless
some special action 1is taken, And as long as the situation

persists, no packet will ever be able to get from A or B to X.

To prevent this situation from persisting, the following
strategy is presently used: If A receives a packet for X from B,
then since A's route is via B, A simply comes out of hold-down
prematurely. Of course, coming out of hold-down does not break
the 1loop. Whether the loop gets broken depends on which of A's

neighbors is the next to send it routing. There are two cases to

16




Report No. 3803 Bolt Beranek and Newman Inc.

consider: either A's next routing update comes from B, or else
it comes from some other neighbor of A (call it E). 1In the
former case, the loop is not broken, and A just goes back into
hold-down. The latter case has two sub-cases: either A switches
its path to X from B to E, or it does not. Only in the former
case (which is by no means the inevitable case) is the original

loop broken.

Let us suppose then that A switches its best path to X from
B to E, thereby breaking the loop between A and B. Now we have
two more cases to consider. Either E's path to X is via A, or it
is not. In the 1latter case, everything is fine. But in the
former case, there is more trouble. Now there is a loop between
A and E (see Figure 2-2) The same process could potentially be
repeated indefinitely until the phenomenon spreads to every IMP
in the network. Thus the phenomenon of looping packets to a
given destination can spread away from the 1location of the

original loop.

Clearly; the extent of the spread is directly proportional
to the number of IMPs which are directing their traffic to X
towards the area of the original 1loop. If there is a loop
between A and B, and every other IMP in the network is directing
its traffic for X to either A or B, then the phenomenon will

spread far; if no other IMP is directing its traffic for X to A

i
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or B, no spreading will occur. When a loop forms between A and
B, the delay that these two nodes see to X will be constantly
increasing. Therefore, most of the time when such a loop forms,
most traffic gets directed away from the loop, and the loop does
not spread. However, there are certain unusual conditions which
can cause many other nodes in the network to direct their traffic
towards the loop. For instance, suppose one or more of the lines
along a real path to the destination X go down. Then, for a
period of time, many nodes will see infinite delay to X.
However, the two nodes between whicrh there is a loop to X will
not see infinite delay. They will see only a constantly
increasing finite delay. This will cause many nodes to direct
their traffic for X toward the loop, and thus will cause the loop
to spread. Since this in turn causes many IMPs to come out of
hold-down prematurely, the ultimate effect is that the network is
forced to adjust to some "bad news"--an increase in
delay--without the benefit of hold-down. As is well-known, this

can take a long time.

This phenomenon has been observed frequertly in the network.
It usually starts in the Washington area, with +tue first 1loop
either between NBS and NSA or NBS and PENT or NBS and ABER. The
destination of the 1looping packets is wusually (though not

always). one or more of the European IMPs, and Europe is usually

18
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(though not always) unreachable while the phenomenon is

occurring.

While the current routing algorithm may be more prone to
forming loops than some other algorithms, it is doubtful that
there can be any routing algorithm which can be guaranteed to be
loop-free in actual operation. Thus some scheme for detecting

and breaking loops will always be needed.
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2.3.3 Loops Due to Different Updating Rates

Routing update messages are transmitted periodically by each
TMP However, the phasing among IMPs is essentially random. As
a result, the same information may travel much more rapidly along
one path than along another. This can result in a certain kind
of 1loop, as shown in Figure 2-3. Suppose that all IMPs are
sending traffic to IMP X along the routes indicated in the
figure. Suppose further that the line to IMP X goes down, and
that the information about the line failure travels much more
rapidly in the counter-clockwise direction than in the clockwise
direction. Then several of the nodes on the upper part of the
ring will have time to change their routing so that they send to

X via A, before A determines that it has no path to X.

Eventually, A will decide that it has no path, and will pass this
information around clockwise. This will cause the nodes closest
to A to realize they have no path to X. However, nodes farther
from A have now begun to route to X via A. It is as if the
correct information ("no path to X") 1is chasing the 1incorrect
("path to X wvia A") around in the clockwise direction, but is

never able to overtake it.

While loops of this sort are certainly possible, it 1is not
known how often they occur. No fully satisfactory way of

eliminating them has been devised.
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2.4 Packet Delays in the ARPANET

One very important goal of the ARPANET routing algorithm is
to ensure that packets travel over paths which minimize network
delay. 1In order to determine the delay on a particular path, the
routing algorithm must in some way add up the delays which a
packet would experience on each "hop" of that path. This implies
that the routing algorithm must have some way of measuring the

delay at each hop. This aspect of the routing algorithm, though

" often neglected, 1is quite crucial, for no routing algorithm can

be more accurate than its delay measurement portion--an algorithm
with poor delay measurement facilities will perform poorly, no

matter how sophisticated its other features are.

With an eye towards evaluating and improving the ARPANET
routing algorithm's delay measurement facilities, we have been
gathering data from the net on the delay a packet experiences as
it passes through an IMP. (Our data gathering methodology is

described in Appendix 1.) This section reports on that data.

When we plotted store-and-forward delay and its various
components against time, we found that data gathered from
different 1IMPs at different times and under different conditions
were all similar in important respects. This leads us to believe

that our data 1is not atypical, and can be wused to draw
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conclusions about store-and-forward delays in the ARPANET
generally. Of course, only a small amount of the data we've
gathered can be reproduced here. 1In all of the plots reproduced
here, packet delay (in 10's of milliseconds) is on the y-axis,

and packet arrival time (in 10's of seconds) is on the x-axis.

Figures 2-4, 2-5, and 2-6 show the processing delay, modem
queueing delay, and transmission delay respectively for packets
on the line between ISI22 and ISI52. The most interesting thing
about the plots is the extreme, indeed extraordinary, variability
of the packet delays. This variability occurs in both the
processing delay and the modem queueing delay. 1In fact, the
extreme variability of the delays is the single most consistent
property of the data we have gathered--it is present in all
samples. This variability is not what one would expect a priori.
Rather, one might expect consistently high delay during periods
of high 1load, and consistently low delay under periods of low
load. So it is worthwhile to inquire into the reasons for the

variability.

One can never totally rule out the possibility that some
result is an artifact either of the data gathering or data
analysis techniques. One hypothesis we considered 1is the
following. "Packets may be high priority or 1low priority. % 3

high priority packets have consistently low delay, and if low
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priority packets have consistently high delay, and if both kinds
of packets are freely intermixed in the sample, then of course
the delay appears to be very variable. But that variability is
not real; it is a result of improper analysis." Of course, this
hypothesis could not explain the variability in the processing
delay, but only in the modem queueing delay. 1In order to test
this hypothesis we simply plotted the delay for high priority
packets separately from the delay for low priority packets. (See
Figures 2-7 and 2-8.) The extreme variability is present in both

plots, and hence the hypothesis is false.

There are several possible explanations for the variability.
The current way of doing routing may contribute variability to
both the processing delay and the modem queueing delay. The
processor may be interrupted as often as 32 times per second in
order to perform the rather lengthy routing computation (15-20
ms.). This can cause the processing delay for packets to vary.
Similarly, output on any given line may be interrupted as often
as 8 times per second in order to send a routing message, which
takes about 23 ms. This can cause the modem queueing delay for

packets to vary.

It 1is also possible that the variability is a natural
characteristic of the traffic pattern. Perhaps traffic enters

the IMP in bursts, so that queues fill up and then empty out

29
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before any new traffic arrives. Or it may be due to various
latencies due to the relative timings and priorities of the IMP
routines. Or it may have to do with wunforeseen (and unknown)
throughput restrictions imposed by the End-End protocol on the
IMP-IMP protocol. It may also be due to measuring every tenth

packet only, as described in Appendix 1.

In order to get some grasp on all this, we conducted the
third of the experiments described in Appendix 1, artificially
created heavy 1load with reduced frequency routing. If we see
less variability with reduced frequency routing than with routing
at the ordinary frequency, we may conclude that at least some of
the wvariability 1is due to the high frequency with which routing
computations are performed and routing updates sent. While the
data from this run implicate routing as a major source of the

trouble, they also suggest that it is not the sole source.

Figure 2-9 shows the processing delay during the experiment.
The artificially created heavy load is roughly from 250 seconds
to 550 seconds. During the periods when we were not artit.cially
creating load, the variability in the delay was much less than we
have seen previously. During the period of induced load, the
delay is more variable, but still less than what was originally
observed. Therefore, it seems that we can attribute at least

some of the variability in the processing delay to the high
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frequency with which routing is performed. It is possible that
the remaining variability is also due to routing, which even at

its minimum rate is quite frequent.

Figure 2-10 shows the modem queueing delay of high priority
packets during the experiment. Figure 2-11 shows the 1length of
the high priority queue. Note that during the periods when we
were not inducing heavy load, the delay of the high priority
packets was consistently low, with only a few spikes, much fewer
than with ordinary routing. These spikes do not correlate- with
the queue 1length, hence they must be due to interference by
routing messages. The delay of high priority packets 1is more
variable during the period of induced load. This is expected,
however, since high priority packets would often have to wait if
an artificially generated 1low-priority full length packet was
already in transmission. These data furnish evidence that at
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